UBND THANH PHO BAC KAN CONG HOA XA HQI CHU NGHIA VIET NAM
PHONG VAN HOA VA THONG TIN Péc lap - Tu do - Hanh phic

$6:137 /CV-VHTT TP. Bic Kan, ngay 20 thang 7 ndm 2022
Vv théng béo 16 hong bao mat anh hudng
cao va nghiém trong trong c4c san pham
Microsoft cong b thang 7/2022

Kinh gui:
- Uy ban MTTQ va cac doan thé thanh phd;
- Céc phong, ban, don vi thanh phé;
- Uy ban nhan dan x4, phuong.

Thuc hién Cong van sd 5‘328/STTTT-CNTT-BCVT ngay 18 thang ~7 nam
2022 cta S¢ Thong tin va Truyén thong tinh Bac Kan vé vjéc thdng bao 16 h6ng
bao mat anh hu’("rr]g cao va nghiém trong trong cac san ph@m Microsoft cong bo
thang 7/2022. Nham dam bé}o an toan thong tin cho hé thong théng tin cua céac
phong, ban, nge‘mh,’doé}n the, Uy ban nhan déln )55, phuong, P}}(‘)ng Van hoa yé
Thong tin thanh pho Bac Kan thong béo céac 10 hong bao mat dé cac don vi biét,
trien khai thuc hién cac giai phap vé an toan tthong tin véi ndi dung nhu sau:

1. B6i voi céc 16 hong bao mat c6 mac anh huong nghiém trong

- L5 hong bao mat CVE-2022-30190 (hay con goi | Follina) trong Windows
Microsoft Support Diagnotic Tool (MSDT) cho phép dbi tugng tan cong thuc thi ma
tly y. Mic du, co diém CVSS: 7.8 (cao) nhung ma khai thac ctia 16 hong nay da duoc
cong bé rong rii trén Internet, dic biét dang dugc cac nhom tan cong khai théc triét
dé. Pé nghi cac co quan, don vi can tién hanh cap nhat ban va hoic trién khai cac bién
phép han ché ngay dé tranh nguy co bi tan céng thdng qua 15 hong nay.

Trung tm Giam sét an toan khéng gian mang quéc gia (NCSC) - Cuc An toan
thong tin ciing da canh bao rong réi vé 16 hong Follina tai van ban s6 786/CATTT-
NCSC vé viéc 16 hong bao mat CVE-2022-30190 trong Microsoft Support Diagnostic
Tool ban hanh ngay 01/6/2022.

- L6 héng bao mat CVE-2022-30136 trong Windows Network File System cho
phép d6i tugng tan cong khdng can xéac thuc c6 thé thuc thi ma tir xa.

2. C4c 16 hong bao mat cd mic anh huong cao

- L6 hong bao mat CVE-2022-30163 trong Windows Hyper-V cho phép déi
tuong tan céng thuc thi ma tir xa.

- L6 hdng bao mat CVE-2022-30139 trong Windows Lightweight Directory
Access Protocol (LDAP) cho phép dbi twong tin céng thuc thi ma tir xa.

- 02 16 hong bao mat CVE-2022-30157, CVE-2022-30158 trong Microsoft



SharePoint Server cho phép di tugng tan cong thuc thi ma tir xa.

- L hdng bao mat CVE-2022-30165 trong Windows Kerberos cho phép ddi
tuong tan céng thuc hién tin cong nang cao dic quyén.

- L6 hong bao mat CVE-2022-30173 Microsoft Excel cho phép dbi tugng tan
cbng thyc thi ma tur xa.

- Ld héng bao mat CVE-2022-30174 trong Microsoft Office cho phép ddi
tuong tan céng thuc thi ma tir xa.

(Théng tin chi tiét cac 16 hong bdo mdt cé tai phu luc kém theo).

3. Bé nghi cac co quan, don vi thuc hién mot sé bién phap dam bao an toan
thong tin nhu sau:

- Kiém tra, ra soat, xac dinh may sir dung héq diéu hanh WindOV\{S c6 kha nang
bi anh hudng; thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tan cong (tham
khdo théng tin tai phu luc kém theo).

- Tang cuong g!ém sat va san sang phuong 4n xu ly khi phat hién co
dau hiéu bi khai thac, tan cong mang; qang thoi thu‘(‘rng xuyén theo doi qkénh canh
b&o cta cac co quan cl,n'rc nang va cac to chirc I6n vé an toan thong tin dé phat hién
Kip thoi cac nguy co tan cOng mang.

_ Trong qua trinh thuc hién néu phat hién hoic kho khan, vuong méc vé thong
tir] 16 hong bao mat de nghi cac co quan, don vi lién hé Uy ban nhan dan thanh pho
Bac Kan qua phong Vian hoa va Thoéng tin (ba Lam Thi Trang, dién thogi
0969155599) hoac S¢ théng tin va Truyen thong (phong Cong nghé thong tin, d‘iér]
thogi: 0209 3871 626 hogc ong Nguyén Vén Cuong, dién thogi 0989 332 044) dé
phoi hop giai quyét.

Véi ndi dung trén dé nghi cac co quan, don vi trién khai thyc hién./.

Noi nhdn: G PHONG
Guri ban dién tir:

- Nhu trén;

- CT, PCT UBND TP (B. Hué);

- Luu: VHTT.
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Nong Ngoc Khanh



PHU LUC

Théng tin vé céc 16 héng biao mat trong san pham Microsoft

(Kém theo Céng van so

ICV-VHTT ngay 20/6/2022

Ciia Phong van hod va Théng tin thanh phé Bac Kan)

1. Théng tin cac 16 hong bao mat

TT CVE Mo ta Link tham khao
o https://msrc.microsoft.
- biém CVSS: 7.8 (Cao) .
5 2 com/update-guide/en-
- Lo hong trong US/vulnerability/CVE-
Windows Microsoft
Support Diagnotic Tool 2(122'3:0199
, | CVE-2022-30190 | (MSDT) cho phép déi ;’gggi‘T?T NCSC v
(Follina) tuong tAn cong thyc thi COILAL T Ve
ma tily . viéc 10 hong bao mat
- Anh huong: Windows | ©VE-2022-30190 trong
7/8.1/10, Windows Microsoft Support
Server 2008/2012/2016. | Dtagnostic Tool phat
hanh ngay 01/6/2022.
-Diém CVSS: 9.8
(Nghiém trong)
- Lotrong Wlndows https://msrc.microsoft.c
Networ’k File Sys’temAcho om/update-

2 | CVE-2022-30136 ph?p do1k tu’q,ng tan co,ng quide/vulnerability/CV
khpng can xac thuc cé E-2022-30136
thé thuc thi ma tr xa.

- Anh huong: Windows

Server 2012/2016/2019.

- biém CVSS: 8.5 (Cao)

- L& hong trong

Windows Hyper-V cho https://msrc.microsoft.c
phép ddi tuong tan cong | om/update-

3 | CVE-2022-30163 thyc thi ma tir xa. guide/vulnerability/CV
- Anh huong: Windows | E-2022-30163
8.1/10/11, Windows
Server 2008/2012/2016.

- Piém CVSS:7.5 (cao) | https://msrc.microsoft.c
- L& hong trong om/update-

4 | CVE-2022-30139 | \yindows Lightweight | guide/vulnerability/CV

Directory Access E-2022-30139
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Protocol (LDAP) cho
phép ddi tugng tan cong
thuc thi ma tu xa.

- Anh huong: Windows
10, Windows Server
2016/2019/2022.

CVE-2022-30157
CVE-2022-30158

- biém CVSS: 8.8 (Cao)
- L5 héng trong
Microsoft SharePoint
Server cho phép ddi
tuong tan cong thuc thi
ma tu Xa.

- Anh huong: SharePoint
Server 2019, SharePoint
Enterprise Server 2016.

https://msrc.microsoft.
com/update-
guide/vulnerability/CVE
-2022-30157
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2022-30158

CVE-2022-30165

- biém CVSS: 8.8 (Cao)
- L& hong trong Windows
Kerberos cho phép ddi
tugng tan cong thuc hién
tin céng nang cao dic
quyeén.

- Anh huong: Windows
10/11, Windows Server
2016/2022.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2022-30165

CVE-2022-30173

- biém CVSS: 7.8 (Cao)
- L& hong trong Microsoft
Excel cho phép dbi tugng
tan cong thyc thi ma tir xa.
- Anh huong: Excel
2013/2016.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2022-30173

CVE-2022-30174

- biém CVSS: 7.4 (Cao)
- L& hong trong Microsoft
Office cho phép ddi tuong
tan cong thyc thi ma tir xa.
- Anh huong: Microsoft
365 Apps, Microsoft
Office LTSC 2021.

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2022-30174
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2. Hwéng din khic phuc

Bién phap tét nhat dé khic phuc 1a cap nhat ban va cho cac 15 hdng bao mat
noéi trén theo huéng dan cua hang. Quy don vi tham khao cac ban cap nhat phi hop
cho cac san pham dang st dung tai link nguén tham khao tai muc 1 cua phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/releaseNote/2022-Jun

https://www.zerodayinitiative.com/blog/2022/6/14/the-june-2022-security-
update-review
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