UBND THANH PHO BAC KAN CONG HOA XA HOI CHU NGHIA VIET NAM
PHONG VAN HOA VA THONG TIN Poc 1ap - Tu do - Hanh phiic

S6:183  /VHTT TP. Bic Kan, ngay 28 thing 8 nam 2024
Vv théng béo 16 hong bao mat anh hudng
cao va nghiém trong trong c4c san pham
Microsoft céng b thang 8/2024

Kinh gui:
- Uy ban MTTQ va cac doan thé thanh phd;
- Céc phong, ban, don vi thanh phé;
- Uy ban nhan dan x4, phuong;
- Céc truong THCS, TH, TH&THCS, MN thudc thanh phé.

Thuc hién Céng vin s6 1212/STTTT-CNTT-BCVT ngay 16/7/2024 cua So
Thong tin va Truyén théng tinh Bac Kan vé viéc thdng béo 16 hong bao mat anh huang
cao va nghiém trong trong céac san pham Microsoft cong bé thang 8/2024;

Nham dam bao an toan théng tin cho hé théng théng tin caa cac phong, ban,
nganh, doan thé, Uy ban nhan din x4, phuong, phong Vin hoa va Thong tin thanh
phd Bic Kan théng bao céc 16 hong bao mat dé cac don vi biét, trién khai thuc hién
cac giai phap vé an toan théng tin vai ndi dung nhu sau:

1. Céac 16 hong bao mat

- L5 hong an toan thdng tin CVE-2024-38063 trong Windows TCP/IP cho phép
dbi tuong tan cong thyc thi ma tir xa.

- L& hong an toan théng tin CVE-2024-38199 trong Windows Line Printer
Daemon (LPD) Service cho phép d6i twong tan cong thuc thi ma tir xa. Thong tin chi
tiét vé 16 hong da duoc cong bb cong khai.

- L4 hdng an toan thdng tin CVE-2024-38189 trong Microsoft Project cho phép
dbi tuong tan cong thyuc thi ma tir xa. L6 hong hién dang bi khai théac trong thuc té.

- 02 16 hong an toan thong tin CVE-2024-38218, CVE-2024-38219 trong
Microsoft Edge cho phép ddi twong tan cong thuc thi m tir xa.

- L3 héng an toan théng tin CVE-2024-38193 trong Windows Ancillary
Function Driver for WinSock cho phép ddi tuong tan cong thuc hién leo thang dic
quyén. Lb hong hién dang bi khai thac trong thuc té.

- L5 hong an toan théng tin CVE-2024-38107 trong Windows Power
Depepdency Coordinator cho phép dbi twong tan cong thyc hién leo thang dic quyén.
Lo hong hién dang bi khai thac trong thuec té.

(Théng tin chi tiét cac 16 hong bdo mdt theo phu luc giri kém).



2. Pé nghi cac co quan, don vi thuc hién mét sé bién phap dam bao an toan
thong tin nhu sau:

- Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows cé kha ning bi
anh huong; thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tan cdng (tham khdo
théng tin tai phyu luc kem theo).

- Tang cudng giam sat va san sang phuong an xu ly khi phat hién co
dau hiéu bi khai thac, tan cong mang; dong thoi thuong xuyén theo déi kénh canh bao
clia cac co quan chirc ning va cac t6 chic 1on vé an toan thong tin dé phét hién kip
thoi cac nguy co tan cdng mang.

Vi ndi dung trén dé nghi cac co quan, don vi trién khai thuc hién./.

Noi nhén: TRUONG PHONG
Guri ban dién tii: _

- Nhu trén;

- CT, PCT UBND TP (O. Truong);
- Luu: VHTT.

Vii Thi Kim Quynh



Phu luc

THONG TIN VE CAC LO HONG BAO MAT
TRONG SAN PHAM MICROSOFT

(Kém theo Cong van so6 /8IVHTT ngay 28/8/2024 ciia Phong vin hod va Théng tin

thanh phé Bdc Kan)

1. Théng tin cac 16 héng an toan thdng tin

STT

CVE

Mo ta

Link tham Kkhao

CVE-2024-38063

- Piém CVSS: 9.8 (Nghiém trong)
- M6 ta: L hong trong Wmdows
TCP/IP cho phép dbi tuong tan
cong thuc thi ma tir xa.

- Anh huoéng: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38063

CVE-2024-38199

- Piém CVSS: 9.8 (Cao)

- MO ta: LS hong trong Windows
Line Printer Daemon (LPD) Service
cho phép déi tuong tan cong thuc thi
mé tirxa. Thong tin chi tiét vé 16 hong
d4 duoc cong bd cong kha.

- Anh huong: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38199

CVE-2024-38189

- Piém CVSS: 8.8 (Cao)

- Mo ta: L& hong trong
Microsoft Project cho phép dbi
tugng tan cong thuc thi ma tir
xa. L6 héng hién dang bi khai
thac trong thuc té.

- Anh huéng: Microsoft Project
2016, Microsoft Office 2019,
Microsoft 365 Apps for Enterprise,
Microsoft Office LTSC 2021.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38189

CVE-2024-38218
CVE-2024-38219

- Piém CVSS: 8.4 (Cao)

- Mo ta: Ld hong trong Microsoft
Edge cho phép ddi tuong tan cong
thuc th1 ma tir xa.

- Anh huéng: Microsoft Edge
(Chromium-based).

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38218
https://msrc.microsoft.
com/update-




guide/vulnerability/C
VE-2024-38219

CVE-2024-38193

- Piém CVSS: 7.8 (Cao)

- M6 ta: L& hodng trong
Windows Ancillary Function
Driver for WinSock cho phép
dbi twong tin cong thuc hién leo
thang dic quyén. LS hong hién
dang bi khai thac trong thyc té.
- Anh huong: Windows 10,

Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022,

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38193

CVE-2024-38107

- Piém CVSS: 7.8 (Cao)

- M6 ta: L& hong trong
Windows Power Dependency
Coordinator cho phép dbi twong
tan cong thuc hién leo thang dac
quyén. LS hong hién dang bi
khai thac trong thuc té.

- Anh hudéng: Windows 10,

Windows 11, Windows Server

2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38107

CVE-2024-38170
CVE-2024-38172

- Piém CVSS: 7.8 (Cao)

- M6 ta: Lo hong trong Mlcrosoﬂ
Excel cho phép dbi tuong tin
cong thyc thi ma tir xa.

- Anh huong: Microsoft 365
Apps for Enterprise, Microsoft
Office LTSC for Mac 2021.

https://msrc.microsoft
.com/update-
guide/vulnerability/C
VE-2024-38170
https://msrc.microsoft
.com/update-
guide/vulnerability/C
VE-2024-38172

CVE-2024-38171

- Piém CVSS: 7.8 (Cao)

- MO ta: L& hong trong
Microsoft PowerPoint cho
phép ddi twong tin cong thuc
thi ma tur xa.

- Anh hudng: Microsoft
PowerPoint 2016, Microsoft

Office 2019, Microsoft Office

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38171




LTSC 2021, Microsoft 365
Apps for Enterprise.

CVE-2024-38178

- Biém CVSS: 7.5 (Cao)

- M6 ta: L& hong trong
Scripting Engine cho phép ddi
tugng tin cong thyuc thi ma tir
xa. Lo héng hién dang bi khai
thac trong thuc té.

- Anh huong: Windows 10,
Windows 11, Windows Server
2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38178

10

CVE-2024-38202

- Piém CVSS: 7.3 (Cao)

- M6 ta: L& hong trong
Windows Update Stack cho
phép dbi tuong tin cong thyc
hién leo thang dic quyén.
Thong tin chi tiét vé 16 hong da
dugc cong bd cong khai.

- Anh huong: Windows 10,
Windows 11, Windows Server
2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38202

11

CVE-2024-38106

- Piém CVSS: 7.0 (Cao)

- M6 ta: L& hong trong
Windows Kernel cho phép dbi
tugng tdn cong thuc hién leo
thang dic quyén. LS hong hién
dang bi khai thac trong thuc té.

- Anh huong: Windows 10,

Windows 11, Windows Server

2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38106

12

CVE-2024-21302

- Piém CVSS: 6.7 (Cao)

- M6 ta: LO hong trong
Windows Secure Kernel Mode
cho phép d6i tuong tan cong
thue hién leo thang dic quyén.
Thong tin chi tiét vé 16 hong da
duoc cong bd cong khai.

- Anh huong: Windows 10,
Windows 11, Windows Server

2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-21302




- Piém CVSS: 6.7 (Cao)

- M6 ta: LS hong trong Microsoft
Outlook cho phép déi tuong tan
cong thuc thi ma tir xa.

- Anh hudng: Microsoft Outlook
2016, Microsoft Office 2019,
Microsoft Office LTSC 2021,
Microsoft 365 Apps for Enterprise.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38173

- Piém CVSS: 6.5 (Cao)

- M6 ta: L& hong trong
Microsoft Office cho phép dbi
tugng tin coéng thuc hién tan
cong gia mao (spoofing).
Thong tin chi tiét vé 16 hong da
dugc cong bd cong khai.

- Anh huéng: Microsoft Office
2016, 2019, Microsoft 365
Apps for Enterprise, Microsoft
Office LTSC 2021.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38200

13 | CVE-2024-38173
14 | CVE-2024-38200
15 | CVE-2024-38213

- Piém CVSS: 6.5 (Cao)

- M6 ta: LO hong trong
Windows Mark of the Web
Security cho phép d6i tuong
tan cong vuot qua co ché bao
vé. L6 hong hién dang bi khai
thac trong thuc té.

- Anh huong: Windows 10,
Windows 11, Windows Server
2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38213

2. Hwéng dan khic phuc

Bién phap tt nhat dé khac phuc la cap nhat ban vé cho céc 16 hong an toan théng
tin noi trén theo hudng dan cua hang. Quy don vi tham khao cac ban cap nhat phii hop
cho céc san pham dang st dung tai link ngudn tham khao tai muc 1 caa Phu lyc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/8/13/the-august-2024-security-
update-review
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