UBND THANH PHO BAC KAN CONG HOA XA HOI CHU NGHIA VIET NAM
PHONG VAN HOA VA THONG TIN Péc lap - Tu do - Hanh phic

86: 198 /VHTT TP. Bic Kan, ngay 13 thang 9 nam 2024
V/v canh b&o chién dich tan cdng mang

Kinh gui:
- Uy ban MTTQ va cac doan thé thanh phd;
- Céc phong, ban, don vi thanh phé;
- Uy ban nhan dan x4, phuong;
- Céc trudong TH, THCS, TH&THCS thudc thanh phd.

Thuc hién Cong van $6 1299/STTTT-CNTT-BCVT ngay 12/9/2024 cua So
Théng tin va Truyén théng tinh Bic Kan vé viéc canh bao chién dich tin cong co
chu dich vao cac hé thong quan trong, theo d6, Cuc An toan Thong tin, Bo Thong
tin va Truyén gia ghi nhan cac chién dich tan céng nham vao cac td chirc va doanh
nghiép v&i muc tiéu chinh 1a tAn cong mang, danh cip thdng tin va pha hoai hé thng.

Nham dam bao an toan thong tin cho hé thong thong tin, Phong Vin hoa va
Théng tin thanh phd Bac Kan dé nghi cac co quan, don vi ting cudng giam sat hoat
dong caa cac hé thong thong tin va sin sang phuong an xt Iy khi phét hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo déi kénh canh bao
Clia cac co quan chirc nang va cac t6 chic 16n vé an toan thong tin dé phat hién kip
thoi cac nguy co tan cong mang (chi tiét vé ma doc tai phu lwec guri kém).

Vi noi dung trén dé nghi cac co quan, don vi trién khai thuc hién./.

Noi nhén: TRUONG PHONG
Guri ban dién tu:

- Nhu trén;

- CT, PCT UBND TP (O. Truéng);
- Luu: VHTT.

Vii Thi Kim Quynh



Phu luc |

THONG TIN VE CAC LO HONG PAN-OS
(Kém theo Cong vin sé:  INVHTT ngay 13/9/2024 ciia Phong van hod va Thong tin
thanh pho Bac Kan)

1. Théng tin chi tiét cac chién dich tan cong

Trong thoi gian gan day, Trung tim Giam sat an toan khong gian mang qudc
gia ghi nhan cac chién dich tan cdng nham vao cac t6 chac va doanh nghiép véi
muc tiéu chinh la tan cdng mang, danh cap théng tin va pha hoai hé thong.

Mallox Ransomware, ndi I&n tir nim 2023 hoat dong dudi dang RaaS
(Ransomware as a Service), cho phép cac cudc tan cong trén pham vi toan cau, dic
biét tai Brazil, Viét Nam va Trung Quéc. Mallox 1ay nhidm qua viéc khai thac 15
hong phan mém va brute force trén may chi MS SQL hoic PostgreSQL, sau do trién
khai mi doc nhu Remcos RAT hoic bo tai NET dé tai ma doc giai doan tiép theo.
Céc phién ban mai da toi wu hoéa ma hoa bang AES-256 va ECC, dong thoi tranh ma
hoa trén cac hé thdng diing ngdn ngit cia cac nudc thuoc khdi Lién X6 cil.

Nhom APT Lazarus da phat tan ma doc thong qua phan mém hop video gia
mao tén FCCCall trong céc chién dich tan céng chuyén gia blockchain va dy an
web game. Lazarus tiép can muc tiéu qua cac nén tang tim kiém viéc 1am nhu
LinkedIn va sir dung Telegram dé trich xuat dir lieu. Ma doc BeaverTail va
InvisibleFerret dugc sir dung dé danh cap thdng tin tir trinh duyét, vi tién ao va ang
dung quan ly mat khau, cling nhu cau hinh AnyDesk truy cap tir xa. Ma doc nay
con dugc nhling vao cac du an Node.js trén GitHub, Gitlab dé an ma doc va tranh
bi phéat hién.

Nhom APT Stately Taurus (Mustang Panda) da khai thac 16 hong trén Visual
Studio Code, str dung tinh ning reverse shell dé thuc thi ma tir xa va tai xudng
payload doc hai. Nhom s dung OpenSSH dé chuyén file, quét mang bang
SharpNBTScan va nén dit liéu qua Listeners.bat truéc khi trich xuat Ién Dropbox.
Cac chuyén gia cling phat hién sy tham gia cua ma doc ShadowPad, goi y kha nang
hop tac giira hai nhom tan céng.

Cdc don vi ¢6 thé tdi xusng cac ma 10C tai: https://alert.khonggianmang.vn/
M@t s6 ToC lién quan dén c4c tin cong gan day:

Chién dich tdn céng lién quan dén ma dgc Mallox ransomware
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Nhom APT Lazarus si dung #ng dueng Windows gi@ mgo nén tang hep
video dé phat tan nhiéu chiing ma déc
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Nhom APT Trung Quéc khai thdc VSCode dé tdn cong nham vao cac té

chirc tai Chau A

506fc87c8c96fefld2df24b0bad4c8116a9001ca5a7d7e9c01dc3940a664acb0




aa2c0del121ae738ced4727456d97434faff21fc69219e964ele2d2flcalbblcs

8fdac78183ff18de0c07b10e8d787326691d7fb1f63b3383471312b74918c39f

39ceb73bcfd1f674a9b72a03476a9de997867353172c2bfédde981c5b3ad512a

0f11b6dd8ff972a2f8cb7798b1ala8cd10afadcea201541c93ef0ab9b141c184

456e4dae82al2bcda0506a750eac93bf79cc056b8aad09ec74878c90fd67bd8f

bdadcd2842ed7ba8a21df7910a0acc15f8b0ca9d0b91bebb49f09a906ae217e6

216.83.40[.184
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2. Tai liéu tham khao
https://securelist.com/mallox-ransomware/113529/
https://www.group-ib.com/blog/apt-lazarus-python-scripts/

https://unit42.paloaltonetworks.com/stately-taurus-abuses-vscode-southeast-
asian-espionage/
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